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STAlE OF W ASHING1DN ) 
)ss 

COUNTY OF KITSAP ) 

I, John R. Muenster, declare under penalty of 

perjury under the laws of the state of Washington that the 

following is true and correct: 

( 1) I am retained counsel for the appellant, Jay 

Dee Miller, appellant herein, and make this declaration in 

that capacity. I am familiar with the records and files 

herein. 

(2) On December 1, 2014, on appellant's behalf, I 

filed a motion for reconsideration of the court of appeals 

panel decision affirming the superior court decision. 

(3) On January 2, 2015, I filed a supplemental 

memorandum in suppmt of our motion to reconsider. 

(3) On January 23, 2015, I filed my declaration in 

suppmt of appellant's motion for reconsideration. 

(4) On January 27, 2015, I received a voice mail 

from the case manager, Ms. Helen Kistler. 1 called her 

back. She advised that the Court of Appeals had received 

my supplemental memorandum and declaration, but the 

panel did not look at them. She explained that the 

motion for reconsideration had been denied. This was 
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the first that I heard of the denial. Ms. Kistler advised 

that the order had been entered on December 22,· 2014, 

and that notice of the order had been sent out by email on 

that date. 

(5) I looked in my email and backup email folders. 

I could not find an email with the denial order. I was 

unaware of the Court's denial order until January 27, 

2015. 

( 6) Ms. Kistler emailed me a copy of the order 

denying the motion for reconsideration. A copy of Ms. 

Kistler's January 27, 2015 email to me, with the denial 

order, is attached hereto as Exhibit A and by this 

reference incorporated herein. 

(7) On or about December 22, 2014, I had 

computer problems which arose from malware that had 

infected my computer. Specifically, one of my children, 

visiting for the Christmas holiday, attempted to download 

some music on my ot1ice computer. After that, 

documents on my computer began to display moving 

icons next to words which did not belong to the 

document. Unwanted programs and accompanying icons 

appeared on my desktop. 
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(8) On December 23rct, 2014, I purchased the 

Malwarebytes Anti-Malware program. I paid for the 

program with my debit card. The record of the 

transaction from my bank, labeled "Transaction Detail", 

is attached hereto as Exhibit B and by this reference 

incorporated herein. 

(9) On December 23rd, I installed the new anti

malware software and ran a scan on my computer. 

According to the summary, the scan found 244 

potentially unwanted program files (PUP's) in 53 folders, 

and quarantined them. 

(10) The Malwarebytes threat scan record, 12-23-

2015, 20 pages, is attached hereto as Exhibit C and by 

this reference incorporated herein. Quarantines 

perfonned by the program are highlighted in yellow. 

(11) The Malwarebytes daily protection log, 12-23-

2014, 3 pages, is attached hereto as Exhibit D and by this 

reference incorporated herein. 

( 12) The program ran a scan on my computer on 

December 241
h, 2014. The Malwarebytes threat scan 

record for December 24111
, one page in length, is attached 

hereto as Exhibit E and by this reference incorporated 

herein. The scan record states that no malicious items 
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were detected. 

(14) The Malwarebytes daily protection log, 12-24-

2014, 3 pages, is attached hereto as Exhibit F and by this 

reference incorporated herein. 

(15) I believe that the appellate court's 12-22-2014 

email with the order denying the motion to reconsider 

arrived at my system while the malware was active and 

did not appear in my emai 1. 

( 16) Under the rules, the petition for review would 

be due by January 21, 2015. I certainly would have filed 

our petition for review by that date had I known of the 

panel's order. 

( 17) I also would not have prepared and filed the 

supplemental memorandum in support of the motion to 

reconsider on January 2nd, 2015 had I known of the 

December 22nd order 

( 18) I also would not have prepared and filed my 

declaration in support of appellant's motion for 

reconsideration with the Comi of Appeals on January 

23 rd, 2015 had I known of the order of December 22nd. 

(19) I believe that these circumstances justify 

granting a short extension of time within which to file the 

petition for review, until the date of filing, January 28, 
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2015, which was one day after I learned of the order 

denying reconsideration. 

Dated and signed this the 24th day of March, 2015. 

Respectfully submitted, 

MUEN;: R AN~K~zNI~ , 

By: /~)/JIJ&u~ 
/ ohn R. Muenster 

Attcirney at Law, WSBA # 6237 
Of Attorneys for Appellant 

CERTIFICATE OF SERVICE 

I certify that on or about the 24th day of March, 2015, 
I caused a true and con·ect copy of this document to be 

served on counsel of record via email and first class mail. 
Dated this the 24th day of March, 2015. 

S/ John R. Muenster 
Attorney at Law 
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Exhibit A 

Email from Helen Kistler to John 

Muenster, 1-27-2015 



FW: COURT OF APPEALS 70609-8-1 James Engle, Resp. vs. Jay De ... 

Subject: FW: COURT OF APPEALS 70609-8-1 James Engle, Resp. vs. Jay Dee Miller, App. 
From: "Kistler, Helen" <Helen.Kistler@courts.wa.gov> 
Date: 1/27/2015 11:49 AM 
To: "jrmuenster@muensterkoenig.com"' <jrmuenster@muensterkoenig.com>, "jmkk 1613@aol.com"' <jmkk l613@aol.com> 

I of I 

Attached is a copy of the Order Denying Motion for Reconsideration issued on December 22, 2014. 

From: Kistler, Helen 
Sent: Monday, December 22, 2014 2:01PM 
To: 'jim@russellandhill.com'; 'brandon@russellandhill.com'; 'jrmuenster@muensterkoenig.com' 

Subject: COURT OF APPEALS 70609-8-1 James Engle, Resp. vs. Jay Dee Miller, App. 
Importance: High 

RICHARD D. JOHNSON, 
Court Administrator/Clerk 

The Court of Appeals 
of the 

State of Washington 

The attached order is being transmitted to counsel electronically. No hard copy will follow. 

Helen Kistler, Case Manager 
Court of Appeals, Division One 
One Union Square 
600 University Street 
Seattle, WA 98101 
(206) 464-5371 

Attachments: 

70609-&reconl.pdf 

DIVISION I 
One Union Square 

600 University Street 
Seattle, WA 
98101-4170 

(206) 464-7750 
TOO: (206) 587-5505 

59.4 KB 

1/27/2015 3:07PM 



RICHARD D. JOHNSON, 
Court Adminislralor!Cierk 

December 22, 2014 

James Vincent Hill 
Russell & Hill PLLC 
1732 Broadway 
Everett, WA, 98201-2347 
jim@russellandhill.com 

Brandon K. Batchelor 
Russell & Hill 
3811 A Broadway 
Everett, WA, 98201-5031 
brandon@russellandhill.com 

CASE #: 70609-8-1 

The Court of Appeals 
of the 

State of Washington 

John Rolfing Muenster 
Muenster & Koenig 
14940 Sunrise Dr NE 
Bainbridge Island, WA, 9811 0-1113 
jrmuenster@muensterkoenig.com 

James Engle, Resp. vs. Jay Dee Miller. App. 

Counsel: 

DMSIONI 
One Union Square 

600 University Street 
Seattle, WA 
98101-4170 

(206) 464-7750 
TDD: (206) 581-5505 

Enclosed please find a copy of the Order Denying Motion for Reconsideration entered in the 
above case. 

Within 30 days after the order is filed, the opinion of the Court of Appeals will become final 
unless, in accordance with RAP 13.4, counsel files a petition for review in this court. The 
content of a petition should contain a "direct and concise statement of the reason why review 
should be accepted under one or more of the tests established in [RAP 13.4](b), with 
argument." RAP 13.4(c)(7). 

In the event a petition for review is filed, opposing counsel may file with the Clerk of the 
Supreme Court an answer to the petition within 30 days after the petition is served. 

Sincerely, 

~~ 
Richard D. Johnson 
Court Administrator/Clerk 

hek 

c: The Hon. Joseph P. Wilson 



IN THE COURT OF APPEALS OF THE STATE OF WASHINGTON 
DIVISION ONE 

JAMES ENGLE, an individual, ) 
) 

Respondent, ) 
) 

V. ) 

) 
JAY DEE MILLER, and his separate ) 
property only, ) 

) 
Appellant, ) 

) 
and ) 

) 
JANIS DEE MILLER, as wife and ) 
the marital community composed ) 
thereof, ) 

Defendant. ) 

No. 70609-8-1 

ORDER DENYING MOTION 
FOR RECONSIDERATION 

The appellant, Jay Dee Miller, has filed a motion for reconsideration 

herein. The court has taken the matter under consideration and has determined 

that the motion should be denied. 

Now, therefore, it is hereby 

ORDERED that the motion for reconsideration is denied. 

,JD f\ ' 
Done this J.d. -day of ~ , 2014. 

FOR THE COURT: ··~ ;- :.-;.:, . 
..r:- .-:;·5! 
c..r 



Exhibit B 

Bank transaction record, purchase of 

Malwarebytes anti-malware software, 

12-23/24, 2014 



Online Banking: Transaction Detail 

I of I 

•

UMPQUA 
B·A·N·I< 

formerly S:erlinu Ban~ 
~~~~~~~~~~~--------.---~~~ 

Financial Center 

MEM~[R I® 
FDIC lENDER 

https://cibng.ibanking-services.corn!cib/CEBMainServlet/Transaction ... 

Bank Home 1 He'p I Sig 

Online Bani 

~-~~----------------

Transaction Detail 

Here's a summary of your completed transaction. You may add a note or categorize this 
transaction now. VIJhen you're done. click "Save changes~" 

Completed on~ 

Description: 

Amount: 

Transaction type: 

12/24/2014 

POS PURCHASE POS PURCHASE TERMINAL VBASE2 
CBI'MALWAREBYTES CORP 800-799-9 IL 

$24~95 

WITHDRAWAL 

Personal note (optional): 

Category (optional): Not Categorized 

Save changes Don't save changes 

Previous transaction • Next transac;:tiQQ • Re~turn to Account Activrty 

3/24/2015 2:09PM 



Exhibit C 

Malwarebytes threat scan record, 

12-23-2014 

20 pages 



Malwarebytes threat scan record, 12-23-2015 
Malwarebytes Anti-Malware 
www.malwarebytes.org 

scan Date: 12/23/2014 
scan Time: 8:13:41 PM 
Logfile: Malwarebytes scan record, 12-23-2015.txt 
Administrator: Yes 

version: 2.00.4.1028 
Malware Database: v2014.12.24.01 
Rootkit Database: v2014.12.23.02 
License: Trial 
Malware Protection: Enabled 
Malicious website Protection: Enabled 
self-protection: Disabled 

OS: Windows XP service Pack 3 
CPU: x86 
File System: NTFS 
user: John 

scan Type: Threat scan 
Result: completed 
objects Scanned: 373109 
Time Elapsed: 42 min, 36 sec 

Memory: Enabled 
Startup: Enabled 
Filesystem: Enabled 
Archives: Enabled 
Rootkits: Disabled 
Heuristics: Enabled 
PUP: Enabled 
PUM: Enabled 

Processes: 4 
PUP.Optional.LuckyTab.A, C:\Program Files\LuckyTab\LuckyTab.exe, 228, 
Delete-on-Reboot, [376aca9c146852e413a9822d768f24dc] 
PUP.Optional .DonutLeads.A, C:\Program Files\donutleads\DonutLeadsservice.exe, 1288, 
Delete-on-Reboot, [346d4e1856262313d15525887c89af51] 
PUP.Optional.clara.A, c:\Program Files\Common Files\Claraupdater\Claraupdater.exe, 
1656, Delete-on-Reboot, [584984e2d8a490a6769ff657e32031cf] 
PUP.Optional .convertAd.A, C:\Documents and settings\Networkservice\Local 
settings\Application Data\ConvertAd\CASrv.exe, 2180, Delete-on-Reboot, 
[b5ecf96df389a98df74f410ed42f44bc] 

Modules: 0 
(No malicious items detected) 

Registry Keys: 55 
PUP.Optional.DonutLeads.A, 
HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\donutleadsServiceCore, Quarantined, 
[346d4e1856262313d15525887c89af51], 
PUP.Optional.HDQuality.A, 
HKLM\SOFTWARE\CLASSES\CLSID\{11111111-1111-1111-1111-110611571159}, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .HDQuality.A, 
HI<LM\SOFTWARE\CLASSES\TYPELIB\{44444444-4444-4444-4444-440644574459}, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .HDQuality.A, 
HKLM\SOFTWARE\CLASSES\INTERFACE\{55555555-5555-5555-5555-550655575559}, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .HDQuality.A, 
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Malwarebytes threat scan record, 12-23-2015 
HKLM\SOFTWARE\CLASSES\INTERFACE\{66666666-6666-6666-6666-660666576659}, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818] , 
PUP.Optional.HDQuality.A, 
HKLM\SOFTWARE\CLASSES\121297d1dd3e4c3496a131580b7cb1830065759.BH0.1, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional.HDQuality.A, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXPLORER\BROWSER HELPER 
OBJECTS\{11111111-1111-1111-1111-110611571159}, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .HDQuality.A, 
HKLM\SOFTWARE\CLASSES\121297d1dd3e4c3496a131580b7cbl830065759.BHO, Quarantined, 
[cdd473f3bbc177bfca04b0lfbb46e818], 
PUP.Optional.HDQuality.A, 
HKLM\SOFTWARE\CLASSES\CLSID\{22222222-2222-2222-2222-220622572259}, Quarantined, 
[cdd473f3bbcl77bfca04b01fbb46e818] , 
PUP.Optional .HDQuality.A, 
HKLM\SOFTWARE\CLASSES\121297d1dd3e4c3496al31580b7cbl830065759.Sandbox.l, 
Quarantined, [cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .HDQuality.A, 
HKLM\SOFTWARE\CLASSES\121297dldd3e4c3496a131580b7cb1830065759.Sandbox, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .HDQuality.A, 
HKLM\SOFTWARE\CLASSES\CLSID\{11111111-1111-llll-1111-110611571159}\INPROCSERVER32, 
Quarantined, [cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional .searchProtect.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\MICROSOFT\INTERNET 
EXPLORER\SEARCHSCOPES\{014DB5FA-EAFB-4592-A95B-F44D3EE87FA9}, Quarantined, 
[2c7598cee19b71c54835af28bc46a759], 
PUP.Optional .SearchProtect.A, HKLM\SOFTWARE\MICROSOFT\INTERNET 
EXPLORER\SEARCHSCOPES\{014DB5FA-EAFB-4592-A95B-F44D3EE87FA9}, Quarantined, 
[2c7598cee19b71c54835af28bc46a759], 
PUP.Optional .BoxRock.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bl1260C 
E4}-0\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXT\SETTINGS\{464DEEB8-B74F-4117-B8E 
C-E42F4028F3Dl}, Quarantined, [623f86e07ffd4fe777184dc7a85b7090], 
PUP.Optional.BoxRock.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXT\STATS\{464DEEB8-B74F-4117-B8EC-E 
42F4028F3Dl}, Quarantined, [623f86e07ffd4fe777184dc7a85b7090], 
PUP.Optional.consumer.Input.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\MICROSOFT\WINDOW5\CURRENTVERSION\EXT\SETTINGS\{B49699FC-1665-4414-A1C 
B-C4A2A4A13EEC}, Quarantined, [ebb6fa6cc2ba94a204eddb011ce63dc3], 
PUP.Optional .consumer.Input.A, 
HKU\S-1-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXT\STATS\{B49699FC-1665-4414-AlCB-C 
4A2A4Al3EEC}, Quarantined, [ebb6fa6cc2ba94a204eddb011ce63dc3], 
PUP.Optional .DonutLeads.A, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\donutleads, Quarantined, 
[bce5d294d7a5d75f81c2bl28c041a55b], 
PUP.Optional .sanbreel.A, 
HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\{dead8101-77d0-4746-8aee-5cc00be3fdb4}Gt, 
Quarantined, [6d34a4c2bfbdl22446fbdc9763a029d7], 
PUP.Optional.GamesDesktop.A, HKLM\SOFTWARE\GAMESDESKTOP, Quarantined, 
[871afb6bbfbd82b4218d77e424dff709] , 
PUP.Optional .CrossRider.A, HKLM\SOFTWARE\HD-Quality-3.1V23.12, Quarantined, 
[f4adc89ee59724128405blb3c34027d9], 
PUP.Optional .LuckyTab.A, HKLM\SOFTWARE\LuckyTab, Quarantined, 
[911090d6c2ba1c1aded01fbc16ee827e], 
PUP.Optional.Globalupdate.T, HKLM\SOFTWARE\GLOBALUPDATE\UPDATE, Quarantined, 
[198887dffe7e0c2ae89b2c49847f8b75], 
PUP.Optional.CrossRider.A, HKLM\SOFTWARE\INSTALLEDBROWSEREXTENSIONS\30935, 
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Malwarebytes threat scan record, 12-23-2015 
Quarantined, [5c454cla0b71ec4ab993d4bc5ca77888], 
PUP.Optional .DonutLeads.A, HKLM\SOFTWARE\MICROSOFT\ESENT\PROCESS\DonutLeadsservice, 
Quarantined, [4958a0c64a32dc5af02a5d00a85b5ca4], 
PUP.Optional.PicColor.A, HKLM\SOFTWARE\MICROSOFT\ESENT\PROCESS\Piccolor, 
Quarantined, [18890a5cf5871b1bf82193cf847f39c7], 
PUP.Optional.SearchProtect, HKLM\SOFTWARE\MICROSOFT\WINDOWS 
NT\CURRENTVERSION\APPCOMPATFLAGS\INSTALLEDSDB\{8a4d5a43-c64a-45ab-bdf4-804fe18ceafd} 
, Quarantined, [534eb9adb9c33ff78617d9fd39cbd729], 
PUP.Optional .Globalupdate.A, 
HKLM\SOFTWARE\MOZILLAPLUGINS\@staging.google.com/globalUpdate Update;version=10, 
Quarantined, [84ld7aec17659e98343ef2e3a2620cf4], 
PUP.Optional.Globalupdate.A, 
HKLM\SOFTWARE\MOZILLAPLUGINS\@staging.google.com/globalUpdate Update;version=4, 
Quarantined, [970ac79f46368da9cea582537f853bc5], 
PUP.Optional.DonutLeads.A, 
HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\EVENTLOG\APPLICATION\donutleadsServiceCore, 
Quarantined, [237eb8ae007cbc7a868b3229c0439c64], 
PUP.Optional.crossRider.A, 
HKU\S-1-5-18-{ED1FC765-E35E-4C3D-BF15-2C2Bl1260CE4}-0\SOFTWARE\HD-Quality-3.1V23.12, 
Quarantined, [f8a9bda9443845flff8b352fff04aa56], 
PUP.Optional .searchProtect.A, 
HKU\S-1-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2B11260C 
E4}-0\SOFTWARE\Conduit_Search_Protect, Quarantined, 
[534e80e69fdd7eb8a2ala8294fb5e51b], 
PUP.Optional.crossRider.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\HD-Quality-3.1V23.12, Quarantined, 
[fea3f3734c30f046a6e46df7d72c0bf5], 
PUP.Optional .stormwatchApp.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\StormwatchApp, Quarantined, [257cd88ed2aaeb4b7f33c49ffd069f61], 
PUP.Optional .Tuto4PC.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\TutoTag, Quarantined, [f7aa273fb8c4c96dd6cf8c49c3412bd5], 
PUP.Optional.crossRider.A, 
HKU\S-l-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2Bll260C 
E4}-0\SOFTWARE\CROSSRIDER, Quarantined, [2e739bcb3646fc3ae88fb8fbb94b5laf], 
PUP.Optional.GlobalUpdate.T, HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\globalUpdate, 
Quarantined, [f5acf670a2daa0960a35023ccc37lbe5], 
PUP.Optional .GlobalUpdate.T, HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\globalUpdatem, 
Quarantined, [f5acf670a2daa0960a35023ccc37lbe5], 
PUP.Optional .GlobalUpdate.T, HKLM\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\IMAGE 
FILE EXECUTION OPTIONS\GOOGLEUPDATE.EXE, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional .GlobalUpdate.T, 
HKLM\SOFTWARE\CLASSES\CLSID\{5645EOE7-FC12-43BF-A6E4-F9751942B298}, Quarantined, 
[f5acf670a2daa0960a35023ccc37lbe5], 
PUP.Optional .GlobalUpdate.r, HKLM\SOFTWARE\CLASSES\globalUpdate.OneClickCtrl.lO, 
Quarantined, [f5acf670a2daa0960a35023ccc37lbe5], 
PUP.Optional.GlobalUpdate.T, HKLM\SOFTWARE\MICROSOFT\INTERNET EXPLORER\LOW 
RIGHTS\ELEVATIONPOLICY\{5645E0E7-FC12-43BF-A6E4-F9751942B298}, Quarantined, 
[f5acf670a2daa0960a35023ccc37lbe5], 
PUP.Optional.Globalupdate.T, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXT\PREAPPROVED\{5645E0E7-FC12-43BF-A 
6E4-F9751942B298}, Quarantined, [f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, 
HKLM\SOFTWARE\CLASSES\CLSID\{C7BF8F4B-7BC7-4F42-B944-3D28A3A86D8A}, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.GlobalUpdate.T, HKLM\SOFTWARE\CLASSES\globalUpdate.Update3WebControl.4, 
Quarantined, [f5acf670a2daa0960a35023ccc37lbe5], 
PUP.Optional .GlobalUpdate.T, HKLM\SOFTWARE\MICROSOFT\INTERNET EXPLORER\LOW 
RIGHTS\ELEVATIONPOLICY\{C7BF8F4B-7BC7-4F42-B944-3D28A3A86D8A}, Quarantined, 
[f5acf670a2daa0960a35023ccc37lbe5], 
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Malwarebytes threat scan record, 12-23-2015 
PUP.Optional.Globalupdate.T, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\EXT\PREAPPROVED\{C7BF8F4B-7BC7-4F42-B 
944-3D28A3A86D8A}, Quarantined, [f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, 
HKLM\SOFTWARE\CLASSES\CLSID\{CFC47BB5-5FB5-4AD0-8427-6AA04334A3FC}, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional .Globalupdate.T, 
HKLM\SOFTWARE\CLASSES\CLSID\{E0ADB535-D7B5-4D8B-B15D-578BDD20D76A}, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.HDQuality.A, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\HD-Quality-3.1V23.12, 
Quarantined, [178ab2b4ec90da5cdad3a99afc07a55b], 
PUP.Optional .Clara.A, HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\ClaraUpdater, 
Quarantined, [584984e2d8a490a6769ff657e32031cf], 
PUP.Optional.Clara.A, HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\I
cinema, Quarantined, [584984e2d8a490a6769ff657e32031cf], 
PUP.Optional.clara.A, 
HKU\S-1-5-18-{ED1FC765-E35E-4C3D-BF15-2C2B11260CE4}-0\SOFTWARE\MICROSOFT\WINDOWS\CUR 
RENTVERSION\UNINSTALL\BoBrowser, Quarantined, [584984e2d8a490a6769ff657e32031cf], 
PUP.Optional .ConvertAd.A, HKLM\SYSTEM\CURRENTCONTROLSET\SERVICES\serverca, 
Quarantined, [b5ecf96df389a98df74f410ed42f44bc], 

Registry values: 6 
PUP.Optional.LuckyTab.A, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUNILuckyTab, C:\Program 
Files\LuckyTab\LuckyTab.exe, Quarantined, [376aca9c146852e413a9822d768f24dc] 
PUP.Optional.Globalupdate.T, HKLM\SOFTWARE\GLOBALUPDATE\UPDATEipath, C:\Program 
Files\globalupdate\Update\Googleupdate.exe, Quarantined, 
[198887dffe7e0c2ae89b2c49847f8b75] 
PUP.Optional.GamesDesktop.A, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN!gmsd_us_35, Quarantined, 
[f3ae64028cf0a690d057312bb84b857b], 
PUP.Optional.GamesDesktop.A, 
HKLM\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUNiupgmsd_us_35.exe, C:\Documents 
and settings\John\Local settings\Application Data\gmsd_us_35\upgmsd_us_35.exe 
-runhelper, Quarantined, [01a0f86e0379f442c165da82e32052ae] 
PUP.Optional.crossRider.A, 
HKU\S-1-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2B11260C 
E4}-0\SOFTWARE\CROSSRIDERIVerifier, 16353ec3448848ee1d2722637093f9de, Quarantined, 
[2e739bcb3646fc3ae88fb8fbb94b51af] 
PUP.Optional.PriceHorse.A, 
HKU\S-1-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2B11260C 
E4}-0\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN!Price-Horse, C:\Documents and 
settings\John\Application Data\pricehorse\pricehorse\1.3.17.0\pricehorse.exe, 
Quarantined, [3e636afcef8d56e0f4fa4f15ff04ba46] 

Registry Data: 1 
PUP.Optional. lrovi.A, 
HKU\S-1-5-21-1177238915-261903793-725345543-1003-{ED1FC765-E35E-4C3D-BF15-2C2B11260C 
E4}-0\SOFTWARE\MICROSOFT\INTERNET EXPLORER\MAIN!Start Page, 
http://www.trovi.com/?gd=&ctid=CT3322293&octid=EB_ORIGINAL_CTID&ISID=ME9F313EB-452C-
41CB-9F89-BFB94E4D3E70&Searchsource=55&CUI=&UM=8&UP=SP39499D38-6CAC-4701-883D-6257C6 
6D8BBF&SSPV=, Good: (www.google.com), Bad: 
(http://www.trovi.com/?gd=&ctid=CT3322293&octid=EB_ORIGINAL_CTID&ISID=ME9F313EB-452C 
-41CB-9F89-BFB94E4D3E70&Searchsource=55&CUI=&UM=8&UP=SP39499D38-6CAC-4701-883D-6257C 
66D8BBF&SSPV=),Replaced,[812090d6057778be45fb531d2bda33cd] 

Folders: 53 
PUP.Optional .Piccolor.A, C:\Documents and settings\All users\Application 
Data\PiccolorData, Quarantined, [5c45481ed4a80e28f1c65b02ef145aa6], 
PUP.Optional.MyPCBackup.A, C:\Documents and settings\Networkservice\Start 
Menu\Programs\MyPC Backup, Quarantined, [c0e1194d04780f275ff00f528b7811ef], 
PUP.Optional .VBates.A, c:\Documents and Settings\John\Application 
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Data\Company\Product\1.0, Quarantined, [653c6600b6c6f14545eb036041c2bf41], 
PUP.Optional .VOPackage, C:\Documents and Settings\Networkservice\Start 
Menu\Programs\VOPackage, Quarantined, [247dcb9b1e5edd59974f561e5fa4f30d], 
Rogue.Multiple, c:\Documents and settings\All users\Application Data\1803528019, 
Quarantined, [41600c5a1e5e62d4e629c84de71c1fe1], 
Rogue.Multiple, c:\Documents and settings\All users\Application Data\3222621244, 
Quarantined, [247d79ed8cf0d6601ef12beab0536997], 
PUP.Optional.Mindspark.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional.Mindspark.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\chrome, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional.Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\META-INF, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional .Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\plugins, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional .Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\MapsGalaxy_39, Delete-on-Reboot, 
[b2ef2c3a9be18bab0bef0a23d42f738d], 
PUP.Optional .Globalupdate.T, C:\Program Files\globalupdate\Update, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program Files\globalupdate\Update\1.3.25.0, 
Quarantined, [f5acf670a2daa0960a35023ccc371be5j, 
PUP.Optional.GlobalUpdate.T, C:\Program Files\globalupdate\Update\Download, 
Quarantined, [f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program Files\globalupdate\Update\Install, 
Quarantined, [f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional .GlobalUpdate.T, C:\Program Files\globalupdate\Update\offline, 
Quarantined, [f5acf670a2daa0960a35023ccc371be5J, 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globa1Update\Update\Offline\{71FD886F-4B56-4705-85EB-C44AED161F31}, 
Quarantined, [f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147, Quarantined, 
[257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.HDQuality.A, C:\Program Files\HD-Quality-3.1V23.12, Quarantined, 
[178ab2b4ec90da5cdad3a99afc07a55b], 
PUP.Optional.clara.A, C:\Program Files\Common Files\claraupdater, Delete-on-Reboot, 
[584984e2d8a490a6769ff657e32031cf], 
PUP.Optional.Tinywallet.A, C:\Documents and Settings\All users\Application 
Data\Tinywallet, Quarantined, [821fa9bd26561f1738fc8fbf5da6a25e], 
PUP.Optional.Tinywallet.A, c:\Program Files\Tinywallet, Quarantined, 
[643d5a0cd5a7c1756cc91f2fb44fec14] , 
PUP.Optional.PriceHorse.A, C:\Documents and settings\John\Application 
Data\pricehorse, Quarantined, [346ddd892c5046f01473c18d2dd62bd5], 
PUP.Optional.PriceHorse.A, C:\Documents and settings\John\Application 
Data\pricehorse\pricehorse, Quarantined, [346ddd892c5046f01473c18d2dd62bd5], 
PUP.Optional.PriceHorse.A, c:\Documents and settings\John\Application 
Data\pricehorse\pricehorse\1.3.17.0, Quarantined, 
[346ddd892c5046f01473c18d2dd62bd5] , 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads, Delete-on-Reboot, 
[3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\images, Quarantined, 
[3f623036fa82d95dbc2dde7048bbdb25J, 
PUP.Optional .DonutLeads.A, C:\Documents and settings\All users\Application 
Data\donutleads, Quarantined, [574a283e8fed39fd4d9daf9f847fda26], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
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76c@90fc73dda8c44c58a81f097d.com\chrome, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\oocuments and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83] , 
PUP.Optional.crossRider.A, C:\oocuments and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\chrome\content\api, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\chrome\content\core, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\defaults, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, c:\oocuments and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\defaults\preferences, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\oocuments and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\extensionoata\plugins, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\extensionoata\usercode, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\locale, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\locale\en-us, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\skin, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.convertAd.A, c:\Documents and settings\Networkservice\Local 
Settings\Application Data\ConvertAd, Delete-on-Reboot, 
[b5ecf96df389a98df74f410ed42f44bc], 
PUP.Optional.WList.A, C:\Documents and settings\John\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}, Quarantined, 
[4c55d49213691521391f97b97b889c64], 
PUP.Optional.WList.A, C:\Documents and Settings\John\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}, 
Quarantined, [4c55d49213691521391f97b97b889c64], 
PUP.Optional.WList.A, C:\Documents and Settings\John\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\l 
.5, Quarantined, [4c55d49213691521391f97b97b889c64], 
PUP.Optional.LuckyTab.A, C:\Program Files\LuckyTab, Delete-on-Reboot, 
[574a4dl986f660d6c117074cfa09e5lb], 
PUP.Optional.LuckyTab.A, c:\Documents and settings\John\Start Menu\LuckyTab, 
Quarantined, [aff2254138447db96f584113c340b848], 
PUP.Optional.WList.A, C:\Documents and Settings\John\Local settings\Application 
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Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}, Quarantined, 
[3d6406604438350164004015a65d5ba5], 
PUP.Optional.WList.A, C:\Documents and settings\John\Local settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}, 
Quarantined, [3d6406604438350164004015a65d5ba5], 
PUP.Optional .WList.A, C:\Documents and Settings\John\Local Settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\1 
.5, Quarantined, [3d6406604438350164004015a65d5ba5], 
PUP.Optional.WList.A, c:\Documents and settings\Localservice\Local 
Settings\Application Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}, Quarantined, 
[a2fffd69b3c946f0c99b72e3788b06fa], 
PUP.Optional.WList.A, C:\Documents and Settings\Localservice\Local 
Settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}, 
Quarantined, [a2fffd69b3c946f0c99b72e3788b06fa], 
PUP.Optional.WList.A, C:\Documents and Settings\Localservice\Local 
Settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\1 
.5, Quarantined, [a2fffd69b3c946f0c99b72e3788b06fa], 

Files: 244 
PUP.Optional.LuckyTab.A, C:\Program Files\LuckyTab\LuckyTab.exe, Delete-on-Reboot, 
[376aca9c146852e413a9822d768f24dc], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\DonutLeadsservice.exe, 
Delete-on-Reboot, [346d4e1856262313d15525887c89af51], 
PUP.Optional.HDQuality.A, c:\Program 
Files\HD-Quality-3.1v23.12\HD-Quality-3.1V23.12-bho.dll, Quarantined, 
[cdd473f3bbc177bfca04b01fbb46e818], 
PUP.Optional.Fellowsky.A, C:\Documents and settings\All users\Application 
Data\Fellowsky\Fellowsky.exe, Quarantined, [029fdd898bf17bbb418f8f6b80819769], 
PUP.Optional.HDQuality.A, C:\Documents and settings\John\Application 
Data\RTGEDNPB.exe, Quarantined, [ced395d1b9c3ef47d6f8b31c52af10f0], 
PUP.Optional.HDQuality.A, c:\Documents and settings\John\Application Data\YDIV.exe, 
Quarantined, [742d0561077560d6ae205778bb4611ef], 
PUP.Optional .DonutLeads.A, C:\Program Files\donutleads\uninstall.exe, Quarantined, 
[bce5d294d7a5d75f81c2b128c041a55b], 
PUP.Optional.HDQuality.A, C:\Program 
Files\HD-Quality-3.1V23.12\1460d407-76f3-4a1d-a01e-d4bd6661e9f4-10.exe, Quarantined, 
[eab7ef7782fa8fa7b4lad2fdd52c7a86], 
PUP.Optional.HDQuality.A, c:\Program 
Files\HD-Quality-3.1V23.12\1460d407-76f3-4a1d-a01e-d4bd6661e9f4-2.exe, Quarantined, 
[247d7fe723594de9ddflc00f877a857b], 
PUP.Optional.HDQuality.A, c:\Program 
Files\HD-Quality-3.1V23.12\1460d407-76f3-4a1d-a01e-d4bd6661e9f4-4.exe, Quarantined, 
[e3be2343661695a1c80638970df4768a], 
PUP.Optional.HDQuality.A, C:\Program 
Files\HD-Quality-3.1V23.12\1460d407-76f3-4a1d-a01e-d4bd6661e9f4-5.exe, Quarantined, 
[fca503636913a096d1fdf4db0ef3fd03], 
PUP.Optional.HDQuality.A, c:\Program 
Files\HD-Quality-3.1V23.12\HD-Quality-3.1V23.12-bg.exe, Quarantined, 
[416098cea0dcde58a5292da22dd46a96], 
PUP.Optional.HDQuality.A, c:\Program 
Files\HD-Quality-3.1V23.12\HD-Quality-3.1V23.12-codedownloader.exe, Quarantined, 
[a100d294ec90e551448af6d956ab6997], 
PUP.Optional.crossRider.A, C:\Program Files\HD-Quality-3.1V23.12\utils.exe, 
Quarantined, [861b6df95e1e37ff6bf5f9535ea24cb4], 
PUP.Optional.LuckyTab.A, C:\Documents and settings\John\Local 
settings\Temp\KUtZ7vGBYm.tmp, Quarantined, [b8e9184eec903ef8b40805aa2cd9827e], 
PUP.Optional.BPlug, c:\Documents and Settings\John\Local 
settings\Temp\fOPvuONJpd.exe, Quarantined, L762b2b3b86f662d4f73befdaf60b57a9], 
PUP.Optional.RelevantKnowledge, c:\Documents and Settings\John\Local 
settings\Temp\CSM2FC.tmp, Quarantined, [3c655f072a5260d676e27211bd48669a], 
PUP.Optional.searchProtect.A, C:\Documents and Settings\John\Local 
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Settings\Temp\Search_Protect_Nonsearch_setup.exe, Quarantined, 
[4160c2a49ce0c76f6fe9267a9170936d], 
PUP.Optional.conduit.A, C:\Documents and Settings\John\Local 
Settings\Temp\nsp2EA.exe, Quarantined, [8918ec7ad7a583b30e609c05bd44d42c], 
PUP.Optional.PayByAds.A, c:\Documents and Settings\John\Local Settings\Temp\res.dll, 
Quarantined, [960b0c5a94e8270fabff4f5f6e97936d], 
PUP.Optional.searchProtect.A, C:\Documents and settings\John\Local 
settings\Temp\W7yrYFcyqw.exe, Quarantined, [b1f06402027af24441176d3305fce719], 
PUP.Optional.Tuto4PC.A, c:\Documents and settings\John\Local 
Settings\Temp\is-BV4S9.tmp\package_hyperbrows_installer_multilang.exe, Quarantined, 
[e5bccc9a760650e6de1cbb33f9086d93], 
PUP.Optional .Tuto4PC.A, c:\Documents and settings\John\Local 
Settings\Temp\is-BV4S9.tmp\package_Nuvision_installer_multilang.exe, Quarantined, 
[71307de987f570c6c436e10dad54d22e], 
PUP.Optional.Tuto4PC.A, c:\Documents and settin~s\John\Local 
Settings\Temp\is-BV4S9.tmp\package_stormpverti_lnstaller_multilang.exe, Quarantined, 
[eeb3016585f790a67a80c628629f4cb4], 
PUP.Optional.Tuto4PC.A, C:\Documents and Settings\John\Local 
Settings\Temp\is-BV4S9.tmp\package_tl_idlecrawler_installer_multilang.exe, 
Quarantined, [b1f065011765f2449e5cb33baa5731cf], 
PUP.Optional.Tuto4PC.A, c:\Documents and settings\John\Local 
Settings\Temp\is-BV4S9.tmp\package_vpnprivat_installer_multilang.exe, Quarantined, 
[346d0561fb81f14501f97e70ec15d42c], 
PUP.Optional .crossRider.A, C:\WINDOWS\Temp\nsf100.tmp\Gckmn.exe, Quarantined, 
[7130273f29532f07b5d9c53343be21df], 
PUP.Optional.searchProtect.A, C:\oocuments and settings\John\Local 
settings\Temporary Internet Files\Content.IE5\53FHR1CF\SPSetup[1].exe, Quarantined, 
[079ab8ae0e6e9e985e2d8f1c0ff23ec2], 
PUP.Optional .Tuto4PC.A, C:\Documents and settings\John\Local settings\Temporary 
Internet Files\Content.IE5\A4NWC007\setup_gmsd_us[1] .exe, Quarantined, 
[663b25415725e650414e906807fa53ad], 
PUP.Optional.BoxRock.A, C:\Documents and settings\John\Local settings\Temporary 
Internet Files\Content.IE5\L1B8IOS8\BoxRock[1].dll, Quarantined, 
[7a27c1a539433204557e5e7c639e9967], 
PUP.Optional.conduit.A, C:\Documents and Settings\John\Local settings\Temporary 
Internet Files\Content.IE5\L1B8IOS8\spstub[1].exe, Quarantined, 
[039ee383df9dfd39lfb5dbca8f722fdl], 
PUP.Optional.RelevantKnowledge, C:\Documents and settings\John\Local 
Settings\Temporary Internet Files\Content.IE5\L1B8IOS8\rkverify[l].iok, Quarantined, 
[544dbea8b9c34cea5cfaccb7bc4956aa], 
PUP. Optional .RelevantKnowledge, C:\Documents and Settings\John\Local 
Settings\Temporary Internet Files\Content.IE5\L1B8IOS8\rkinstaller[l].iok, 
Quarantined, [29782d392557989efl37553af60f40c0], 
Riskware.vmdetector, C:\Documents and Settings\John\Local Settings\Temporary 
Internet Files\Content.IE5\QHTLMF4P\20141222168907[1].exe, Quarantined, 
[039ebbab9fdd49ed56aal9547b8al9e7], 
PUP.Optional .stormwatch.A, c:\oocuments and settings\John\Local settings\Temporary 
Internet Files\Content.IE5\QMYF6DHX\stormwatch2_0[1].exe, Quarantined, 
[Ob9690d6522ad6607b3976df9c64c33d], 
PUP.Optional .stormwatch.A, C:\oocuments and settings\John\Local settings\Temporary 
Internet Files\Content.IE5\SULQR2X4\Stormwatchsetup[l].exe, Quarantined, 
[7e2363030a72c86ecaea98bd30d0619f], 
PUP.Optional .crossRider.A, C:\Documents and settings\Networkservice\Local 
Settings\Temporary Internet Files\Content.IE5\63LSR8TD\setup[l].exe, Quarantined, 
[059cb6b0ed8fea4c007e02ddfc05f808], 
PUP.Optional .clara.A, C:\Documents and Settings\Networkservice\Local 
settings\Temporary Internet 
Files\Content.IE5\63LSR8TD\9a35569f-de3e-4c2c-9832-laec52455670[1] .exe, Quarantined, 
[la873a2c3b4le74f4e94def251b0aa56], 
PUP.Optional.zombieNews.A, C:\oocuments and Settings\Networkservice\Local 
settings\Temporary Internet Files\Content.IE5\AIXE26T6\Setup[1].exe, Quarantined, 
[Ob962046bbcl8ea87dfc9fbc5fal2ldf], 
PUP.Optional .Bundleinstaller.A, C:\Documents and Settings\Networkservice\Local 
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Settings\Temporary Internet Files\Content.IE5\AIXE26T6\aff_setup[1] .exe, 
Quarantined, [d0d14f176715989e2a5a6ffa30d59b65], 
PUP.Optional.DonutLeads.A, C:\Documents and settings\Networkservice\Local 
Settings\Temporary Internet 
Files\Content.IE5\MFD6GRGI\DonutLeadssetup_IM_P_1.2.1.1_N_140914[1].exe, 
Quarantined, [e4bdd294e19b7bbbdb68f8e1aa577d83], 
PUP.Optional .Fellowsky.A, C:\WINDOWS\Tasks\Fellowsky.job, Quarantined, 
[158c4125522a2b0bfea14c0d07fcc040], 
PUP.Optional.Piccolor.A, C:\Documents and settings\All users\Application 
Data\PicColorData\Config.bin.bus, Quarantined, [5c45481ed4a80e28flc65b02ef145aa6], 
PUP.Optional.Piccolor.A, C:\Documents and Settings\All users\Application 
Data\PiccolorData\Config.bin, Quarantined, [5c45481ed4a80e28f1c65b02ef145aa6], 
PUP.Optional .Piccolor.A, C:\Documents and settings\All users\Application 
Data\PiccolorData\spndd.dat, Quarantined, [5c45481ed4a80e28flc65b02ef145aa6], 
PUP.Optional.MyPCBackup.A, c:\oocuments and settings\Networkservice\Start 
Menu\Programs\Startup\MyPC Backup.lnk, Quarantined, 
[970a4125c4b8ff37c08d5c057d86748c], 
PUP.Optional.MyPCBackup.A, C:\Documents and Settings\Networkservice\Desktop\MyPC 
Backup.lnk, Quarantined, [8fl20066631926109fafcf92b74ce21e], 
PUP.Optional.MyPCBackup.A, C:\Documents and Settin9s\Networkservice\Start 
Menu\Programs\MyPC Backup\MyPC Backup.lnk, Quarant1ned, 
[cOe1194d04780f275ffOOf528b78llef], 
PUP.Optional .MyPCBackup.A, C:\Documents and settings\Networkservice\Start 
Menu\Programs\MyPC Backup\Uninstall .lnk, Quarantined, 
[c0e1194d04780f275ff00f528b7811ef], 
PUP.Optional.VBates.A, C:\Documents and Settings\John\Application 
Data\company\Product\1.0\localstorageiE.txt, Quarantined, 
[653c6600b6c6f14545eb036041c2bf41] , 
PUP.Optional.VBates.A, C:\Documents and Settings\John\Application 
Data\company\Product\1.0\localstorageiE_backup.txt, Quarantined, 
[653c6600b6c6f14545eb036041c2bf41], 
PUP.Optional .sanbreel .A, 
C:\WINDOWS\system32\drivers\{dead8101-77d0-4746-8aee-5cc00be3fdb4}Gt.sys, 
Quarantined, [6d34a4c2bfbd122446fbdc9763a029d7], 
PUP.Optional.VOPackage, C:\Documents and settings\Networkservice\Start 
Menu\Programs\VOPackage\Configure.lnk, Quarantined, 
[247dcb9b1e5edd59974f561e5fa4f30d], 
PUP.Optional.Trovi .A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\searchplugins\trovi-search.xml, 
Quarantined, [b8e9db8b1369d165e9e185ff9e65728e], 
PUP.Optional.crossRider.T, 
C:\WINDOWS\Tasks\1460d407-76f3-4ald-a01e-d4bd6661e9f4-l.job, Quarantined, 
[b7ea8dd9106c79bdc44a19ba36cel7e9] , 
PUP.Optional.crossRider.T, 
C:\WINDOWS\Tasks\1460d407-76f3-4a1d-a01e-d4bd6661e9f4-10_user.job, Quarantined, 
[le831d49730950e6c6482ca7a06417e9] , 
PUP.Optional.crossRider.T, 
C:\WINDOWS\Tasks\1460d407-76f3 4a1d-a01e-d4bd6661e9f4-2.job, Quarantined, 
[148d68fea5d791a5e529ebe836ce0ffl], 
PUP.Optional.crossRider.T, 
c:\WINDOWS\Tasks\1460d407-76f3-4ald-a01e-d4bd6661e9f4-4.job, Quarantined, 
[544d6ff7700c3006ea24f9dafe06e61a], 
PUP.Optional.crossRider.T, 
C:\WINDOWS\Tasks\1460d407-76f3-4ald-a01e-d4bd6661e9f4-5.job, Quarantined, 
[247dc1a5aece58de5ab47261b054e11f], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Tasks\globalupdateupdateTaskMachinecore.job, 
Quarantined, [Sb46f571314bdc5ae34111c2da2a55abj, 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Tasks\globalupdateupdateTaskMachineUA.job, 
Quarantined, [e5bc4cla91ebb77f23035a79ab5941bfJ, 
PUP.Optional.colorMedia.A, C:\WINDOWS\system32\ColorMedia.ini, Quarantined, 
[633e20461666lf17c92900d725df6d93], 
PUP.Optional.colorMedia.A, C:\WINDOWS\system32\ColorMediaoff.ini, Quarantined, 
[059c3531c4b8d462d1225f78e71d9868], 
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Rogue.Multiple, C:\Documents and settings\All users\Application 
Data\1803528019\BIT6D.tmp, Quarantined, [41600c5a1e5e62d4e629c84de71c1fe1], 
PUP.Optional.Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\bootstrap.js, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional.Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\chrome.manifest, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional .Mindspark.A, c:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\install.rdf, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional .Mindspark.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\install_no_bootstrap.rdf, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional.Mindspark.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\chrome\39ffxtbr.jar, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional.Mindspark.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\META-INF\manifest.mf, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0J, 
PUP.Optional.Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\META-INF\zigbert.rsa, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0J, 
PUP.Optional.Mindspark.A, c:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\META-INF\zigbert.sf, Quarantined, [8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional .Mindspark.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\39ffxtbr@MapsGalaxy_39.com 
\plugins\NativeMessagingoispatcher.dll, Quarantined, 
[8c15a9bd314bde58387f76b7a85b20e0], 
PUP.Optional.Mindspark.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\MapsGalaxy_39\9D21CC15-71F6-487F-AF40 
-452A9FF15218.sqlite, Delete-on-Reboot, [b2ef2c3a9be18bab0bef0a23d42f738d], 
PUP.Optional.Globalupdate.T, C:\Program Files\globalupdate\Update\Googleupdate.exe, 
Quarantined, [f5acf670a2daa0960a35023ccc371be5J, 
PUP.Optional.Globalupdate.T, c:\Program 
Files\globalupdate\update\1.3.25.0\GooglecrashHandler.exe, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\Googleupdate.exe, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\GoogleupdateBroker.exe, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\GoogleupdateHelper.msi, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, c:\Program 
Files\globalupdate\Update\1.3.25.0\Googleupdateonoemand.exe, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\goopdate.dll, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\goopdateres_en.dll, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\npGoogleupdate4.dll, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5] , 
PUP.Optional.Globalupdate.T, C:\Program 
Files\globalupdate\Update\1.3.25.0\psmachine.dll, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5], 
PUP.Optional.Globalupdate.T, C:\Program 
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Files\globalupdate\Update\1.3.25.0\psuser.dll, Quarantined, 
[f5acf670a2daa0960a35023ccc371be5] , 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\GooglecrashHandler.exe, 
Quarantined, [257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\Googleupdate.exe, 
Quarantined, [257cblb517653501be9dcb7331d28d73], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\GoogleupdateBroker.exe, 
Quarantined, [257cblb517653501be9dcb7331d28d73], 
PUP.Optional.GlobalUpdate.A, C:\WINDOWS\Temp\comh.135147\GoogleupdateHelper.msi, 
Quarantined, [257cb1b517653501be9dcb7331d28d73], 
PUP.Optional .Globalupdate.A, C:\WINDOWS\Temp\comh.135147\GoogleupdateOnDemand.exe, 
Quarantined, [257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\goopdate.dll, Quarantined, 
[257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\goopdateres_en.dll, 
Quarantined, [257cb1b517653501be9dcb7331d28d73], 
PUP.Optional .Globalupdate.A, C:\WINDOWS\Temp\comh.135147\npGoogleupdate4.dll, 
Quarantined, [257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\psmachine.dll, Quarantined, 
[257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.Globalupdate.A, C:\WINDOWS\Temp\comh.135147\psuser.dll, Quarantined, 
[257cb1b517653501be9dcb7331d28d73], 
PUP.Optional.HDQuality.A, C:\Program 
Files\HD-Quality-3.1V23.12\1460d407-76f3-4a1d-a01e-d4bd6661e9f4.xpi, Quarantined, 
[178ab2b4ec90da5cdad3a99afc07a55b], 
PUP.Optional.HDQuality.A, C:\Program Files\HD-Quality-3.1V23.12\background.html, 
Quarantined, [178ab2b4ec90da5cdad3a99afc07a55b], 
PUP.Optional.HDQuality.A, C:\Program 
Files\HD-Quality-3.1V23.12\HD-Quality-3.1V23.12.ico, Quarantined, 
[178ab2b4ec90da5cdad3a99afc07a55b], 
PUP.Optional.HDQuality.A, C:\Program Files\HD-Quality-3.1V23.12\Uninstall.exe, 
Quarantined, [178ab2b4ec90da5cdad3a99afc07a55b], 
PUP.Optional .clara.A, C:\Program Files\Common Files\claraupdater\Claraupdater.exe, 
Delete-on-Reboot, [584984e2d8a490a6769ff657e32031cf], 
PUP.Optional.PriceHorse.A, C:\Documents and Settings\John\Application 
Data\pricehorse\pricehorse\1.3.17.0\playsetup.exe, Quarantined, 
[346ddd892c5046f01473c18d2dd62bd5], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\HtmlAgilityPack.dll, 
Delete-on-Reboot, [3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, C:\Program 
Files\donutleads\Microsoft.Win32.Taskscheduler.dll, Delete-on-Reboot, 
[3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\Newtonsoft.Json.dll, 
Delete-on-Reboot, [3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\Restsharp.dll, 
Delete-on-Reboot, [3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\ScheduledTask.exe, 
Quarantined, [3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, C:\Program Files\donutleads\images\logo_256.ico, 
Quarantined, [3f623036fa82d95dbc2dde7048bbdb25], 
PUP.Optional.DonutLeads.A, c:\Documents and settings\All users\Application 
Data\donutleads\errsent.config, Quarantined, [574a283e8fed39fd4d9daf9f847fda26], 
PUP.Optional.DonutLeads.A, C:\Documents and Settings\All users\Application 
Data\donutleads\instlgsent.config, Quarantined, [574a283e8fed39fd4d9daf9f847fda26], 
PUP.Optional.DonutLeads.A, C:\Documents and Settings\All users\Application 
Data\donutleads\instltm_20141223154524, Quarantinea, 
[574a283e8fed39fd4d9daf9f847fda26], 
PUP.Optional.DonutLeads.A, C:\Documents and Settings\All users\Application 
Data\donutleads\Serviceconfig2.json, Quarantined, 
[574a283e8fed39fd4d9daf9f847fda26], 
PUP.Optional .DonutLeads.A, c:\Documents and Settings\All users\Application 
Data\donutleads\WinApp.config, Quarantined, [574a283e8fed39fd4d9daf9f847fda26], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
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Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome.manifest, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\install.rdf, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\2731be63bf8c640aec3e37af51ba52da.js, 
Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\29cf32c0d611c1e0fd735700befb41e5.js, 
Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\oocuments and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\2c4caec0f663bb678eedbf74930ed70a.js, 
Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\2fcbe1829733bba92e7374c97385e6a5.js, 
Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\48ab227349b2c78b8fbd57b51baf3923.js, 
Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\ba667ae47bcd9414501572fb4b341a22.js, 
Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\background.html, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\browser.xul, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\dialog.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\ffcoreFilesrndex.txt, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\options.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83] , 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\options.xul, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\search_dialog.xul, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\oocuments and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\0547bf88a7d0360103055a6d8347b0a9 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
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PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\17f335ea6adf9a05fd7f744171478070 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\374cbb57f6468eb1bc0f0636e0d13b40 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\3c573c95805676ea6869fe504238613c 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\4439e7334eb63fff5d509c7791401d2f 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfbOd00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\49e94c23ce2608ab375438485cee192c 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\807f9b0704e902d771638241857dd741 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\87edbc25380506dl9e41b7f246c80761 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\oocuments and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\99087304464e40dde6d8a9440ccda888 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfbOd00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\bl24db05e9f7bcl976aa0273f3b4878e 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\cbf0fl2d62c705a4e0d3de32c677f426 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\d0e9529aaclf2b6fl15e320c24865bl5 
.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\d48bb45e990e512f6a9fl0cd6bb84fc5 
.js, Quarantined, [cle0a9bde9939b9bb2399dbl778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\e211127a35bf49b97e4ecl3e65ee67c3 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\f077be789e0decafb052d778e49a8b74 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\api\ff08a80814d43601a33dabf32bc4a0ab 
.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\8266daf7471b63102d5f708874acbec 
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O.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\055de53a978154134d8b84fca38367d 
b.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\Occ8d18ce8d9eec520ff5149c1d1aaa 
e.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\14a4606a9e2e1d8d7b7fd8dd82f2997 
9.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\2d3e1db237545f749b81ab4f2cb929a 
b.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\oocuments and Settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\3b856f481c6100d4c9819420a8d1d7d 
S.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, c:\oocuments and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\543982448504b82350f0f61af786a41 
c.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\6f7e233ec194aeb90ffb98986728da2 
3.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\oocuments and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\760f66788ee3f7f6da3def629d14ede 
7.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\8160a703745fca056ad6ca4850fbaaa 
2.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\89b9e0f27cca080bbbc70b167f5fb49 
1.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\8afl51c1d4ca02fd2dl0966fb32826c 
7.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\97fca05a13e88e46968dda27e1de6e6 
4.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\9ff970142adb0b314c4eeabb3c112d1 
3.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\a37ca8bc5f72bdd11206e30d580aba5 
7.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\acba4da10eb8a51173a6dbcf573e2d2 
c.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 

Page 14 



Malwarebytes threat scan record, 12-23-2015 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\b91e067fe0c606c7ba2c565d1688e1a 
c.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\bc3809b5f3e8324f6977b8cb8ecda01 
9.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\ce81d2dc50835a596cb7cf7f7024583 
f.js, Quarantined, [cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\f54208a019249d0c43087ff031c7b89 
7.js, Quarantined, [c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\chrome\content\core\installer.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\defaults\preferences\prefs.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\manifest.xml, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\extensionData\plugins.json, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\253.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\102.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\oocuments and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\104.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a8lf097d.com\extensionData\plugins\119.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\123.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfbOd00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\13.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\14.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\oocuments and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\16.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\oocuments and settings\John\Application 
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Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\17.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\178.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\179.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\180.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\184.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\195.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\200.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83] , 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\220.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\221.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\223.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\231.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\232.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\234.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\242.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\246.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\262.js, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
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PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\263.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\268.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\273.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\281.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\286.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\289.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\300.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\301.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83] , 
PUP.Optional.CrossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\335.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application . 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\342.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83] , 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionoata\plugins\344.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\345.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\354.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\4.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83] , 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\47.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\64.js, Quarantined, 
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[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\7.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\78.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\9.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\91.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\plugins\93.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\usercode\background.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\extensionData\usercode\extension.js, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional .crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\locale\en-US\translations.dtd, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\buttonl.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\button2.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, c:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\button3.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@~Ofc73dda8c44c58a8lf097d.com\skin\button4.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\button5.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\crossrider_statusbar.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\icon128.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
oata\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
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76c@90fc73dda8c44c58a81f097d.com\skin\icon16.png, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\icon24.png, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\icon48.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\panelarrow-up.png, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\popup.html, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.crossRider.A, C:\Documents and settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\skin.css, Quarantined, 
[c1e0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.CrossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\extensions\172cfb0d00604ca2807d961937 
76c@90fc73dda8c44c58a81f097d.com\skin\update.css, Quarantined, 
[cle0a9bde9939b9bb2399db1778c7d83], 
PUP.Optional.convertAd.A, C:\Documents and Settings\Networkservice\Local 
Settings\Application Data\convertAd\carunasu.exe, Quarantined, 
[b5ecf96df389a98df74f410ed42f44bc] , 
PUP.Optional.convertAd.A, C:\Documents and Settings\Networkservice\Local 
Settings\Application Data\convertAd\CASrv.exe, Delete-on-Reboot, 
[b5ecf96df389a98df74f410ed42f44bc], 
PUP.Optional.convertAd.A, C:\Documents and settings\Networkservice\Local 
Settings\Application Data\ConvertAd\ConvertAd.exe, Quarantined, 
[b5ecf96df389a98df74f410ed42f44bc], 
PUP.Optional.convertAd.A, C:\Documents and settings\Networkservice\Local 
Settings\Application Data\ConvertAd\Uninstall .exe, Quarantined, 
[b5ecf96df389a98df74f410ed42f44bc], 
PUP.Optional.WList.A, C:\Documents and Settings\John\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\l 
.5\config.js, Quarantined, [4c55d49213691521391f97b97b889c64], 
PUP.Optional.WList.A, C:\Documents and Settings\John\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\l 
.5\tree.js, Quarantined, [4c55d49213691521391f97b97b889c64], 
PUP.Optional.WList.A, C:\Documents and settings\John\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\l 
.5\wlist.js, Quarantined, [4c55d49213691521391f97b97b889c64], 
rur.optional .LuckyTab.A, c:\Documents and Settings\John\Start Menu\LuckyTab\Get 
Lucky.lnk, Quarantined, [aff2254138447db96f584113c340b848], 
PUP.Optional.LuckyTab.A, C:\Documents and Settings\John\Start 
Menu\LuckyTab\Help.lnk, Quarantined, [aff2254138447db96f584113c340b848], 
PUP.Optional.LuckyTab.A, c:\Documents and settings\John\Start 
Menu\LuckyTab\uninstall.lnk, Quarantined, [aff2254138447db96f584113c340b848], 
PUP.Optional.WList.A, C:\Documents and Settings\John\Local Settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\l 
.5\sts.js, Quarantined, [3d6406604438350164004015a65d5ba5], 
PUP.Optlonal.WList.A, C:\Documents and settings\Localservice\Local 
Settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\l 
.5\config.js, Quarantined, [a2fffd69b3c946f0c99b72e3788b06fa], 
PUP.Optional.WList.A, c:\Documents and settings\Localservice\Local 
settings\Application 
Data\{D2020D47-707D-4E26-B4D9-739C4F4C2E9A}\{FBC0652C-7B29-4FB6-8ADA-91F54B267AD4}\1 
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.5\sts.js, Quarantined, [a2fffd69b3c946f0c99b72e3788b06fa], 
PUP.Optlonal.Trovi, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\prefs.js, Good: (), Bad: 
(user_pref("browser.search.selectedEngine", "Trovi search");), 
Replaced,[376aed794933ca6cf82b6c477b8adc24] 
PUP.Optional.crossRider.A, C:\Documents and Settings\John\Application 
Data\Mozilla\Firefox\Profiles\zle5z2bx.default\prefs.js, Good: (), Bad: 
(user_pref("extensions.crossrider.bic", "14a798abdf4b08251c540cd6257568f6");), 
Replaced,[bce568fe2458181e4faea70c0cf949b7] 

Physical sectors: 0 
(No malicious items detected) 

(end) 
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Exhibit D 

Mal ware bytes daily protection log, 

12-23-2014 



Malwarebytes Anti-Malware 

www .mal ware bytes .org 

Protection, 12/23/2014 8:13:15 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Starting, 

Protection, 12/23/2014 8:13:15 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Started, 

Protection, 12/23/2014 8:13:15 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Update, 12/23/2014 8:13:25 PM, SYSTEM, JOHNPC, Manual, 

Remediation Database, 2013.10.16.1, 2014.12.6.1, 

Update, 12/23/2014 8:13:25 PM, SYSTEM, JOHNPC, Manual, Rootkit 

Database, 2014.11.18.1, 2014.12.23 .2, 

Update, 12/23/2014 8:13:30 PM, SYSTEM, JOHNPC, Manual, Malware 

Database, 20 14.11.20.6, 2014.12.24.1, 

Protection, 12/23/2014 8:13:30 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Starting, 

Protection, 12/23/2014 8:13:41 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

Protection, 12/23/2014 8:13:41 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/23/2014 8:13:41 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/23/2014 8:14:01 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Success, 



Protection, 12/23/2014 8:14:01 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Protection, 12/23/2014 8:14:35 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

Scan, 12/23/2014 9:22:22 PM, SYSTEM, JOHNPC, Manual, 

Start:12/23/2014 8:13:41 PM, Duration:42 min 36 sec, Threat Scan, Completed, 

8 Malware Detections, 718 Non-Malware Detections, 

Protection, 12/23/2014 9:22:23 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/23/2014 9:22:23 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/23/2014 9:22:23 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stat1ing, 

Protection, 12/23/2014 9:22:53 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

Protection, 12/23/2014 9:25:33 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Starting, 

Protection, 12/23/2014 9:25:33 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Started, 

Protection, 12/23/2014 9:25:33 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Protection, 12/23/2014 9:25:53 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

Update, 12/23/2014 10:53:53 PM, SYSTEM, JOHNPC, Scheduler, 

Malware Database, 2014.12.24.1, 2014.12.24.2, 

Protection, 12/23/2014 10:53:53 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Starting, 



Protection, 12/23/2014 10:53:53 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/23/2014 10:53:53 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/23/2014 10:54:12 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Success, 

Protection, 12/23/2014 10:54:12 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Protection, 12/23/2014 10:54:33 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stmied, 

Update, 12/23/2014 11:53:05 PM, SYSTEM, JOHNPC, Scheduler, 

Mal ware Database, 2014. 12.24.2, 2014. 12.24.3, 

Protection, 12/23/2014 11:53:05 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Stmiing, 

Protection, 12/23/2014 11:53:05 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/23/2014 11 :53:05 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/23/2014 11:53:31 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Success, 

Protection, 12/23/2014 11 :53:31 PM, SYSTEM, JOHN PC, Protection, 

Malicious Website Protection, Starting, 

Protection, 12/23/2014 11:53:53 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Statied, 

(end) 



Exhibit E 

Malwarebytes threat scan record, 

12-24-2014 

One page 



Malwarebytes threat scan record, 12-24-2014 
Malwarebytes Anti-Malware 
www.malwarebytes.org 

scan Date: 12/24/2014 
Scan Time: 3:16:02 AM 
Logfile: Malwarebytes scanning history log, 12-24-2014.txt 
Administrator: Yes 

version: 2.00.4.1028 
Malware Database: v2014.12.24.04 
Rootkit Database: v2014.12.23.02 
License: Trial 
Malware Protection: Enabled 
Malicious Website Protection: Enabled 
self-protection: Disabled 

os: windows XP service Pack 3 
CPU: x86 
File system: NTFS 
user: John 

scan Type: Threat scan 
Result: completed 
objects scanned: 372768 
Time Elapsed: 38 min, 36 sec 

Memory: Enabled 
Startup: Enabled 
Filesystem: Enabled 
Archives: Enabled 
Rootkits: Disabled 
Heuristics: Enabled 
PUP: Enabled 
PUM: Enabled 

Processes: 0 
(No malicious items detected) 

Modules: 0 
(No malicious items detected) 

Registry Keys: 0 
(No malicious items detected) 

Registry values: 0 
(No malicious items detected) 

Registry Data: 0 
(No malicious items detected) 

Folders: 0 
(No malicious items detected) 

Files: 0 
(No malicious items detected) 

Physical sectors: 0 
(No malicious items detected) 

(end) 
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Exhibit F 

Malwarebytes daily protection log, 

12-24-2014 

3 pages 



Malwarebytes Anti-Malware 

www .malwarebytes.org 

Update, 12/24/2014 3:06:49 AM, SYSTEM, JOHNPC, Scheduler, 

Malware Database, 2014.12.24.3, 2014.12.24.4, 

Protection, 12/24/2014 3:06:49 AM, SYSTEM, JOHNPC, Protection, 

Refresh, Starting, 

Protection, 12/24/2014 3:06:49 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/24/2014 3:06:49 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/24/2014 3:07:18 AM, SYSTEM, JOHNPC, Protection, 

Refresh, Success, 

Protection, 12/24/2014 3:07:18 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Protection, 12/24/2014 3:07:44 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

Scan, 12/24/2014 3:54:39 AM, SYSTEM, JOHNPC, Manual, 

Start:l2/24/2014 3:16:02 AM, Duration:38 min 36 sec, Threat Scan, 

Completed, 0 Malware Detections, 0 Non-Malware Detections, 

Protection, 12/24/2014 3:54:39 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/24/2014 3:54:40 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/24/2014 3:54:40 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 



Protection, 12/24/2014 3:55:06 AM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

Protection, 12/24/2014 12:36:21 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/24/2014 12:36:22 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/24/2014 12:36:22 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Stopping, 

Protection, 12/24/2014 12:36:23 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Stopped, 

Update, 12/24/2014 12:36:59 PM, SYSTEM, JOHNPC, Manual, 

Remediation Database, 2013.1 0.16.1, 2014.12.6.1, 

Update, 12/24/2014 12:36:59 PM, SYSTEM, JOHNPC, Manual, Rootkit 

Database, 2014.11.18.1, 2014.12.23.2, 

Protection, 12/24/2014 12:37:00 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Starting, 

Protection, 12/24/2014 12:37:00 PM, SYSTEM, JOHNPC, Protection, 

Malware Protection, Started, 

Protection, 12/24/2014 12:37:00 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Update, 12/24/2014 12:37:04 PM, SYSTEM, JOHNPC, Manual, Malware 

Database, 20 14.11.20.6, 20 14.12.24.12, 

Protection, 12/24/2014 12:37:04 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Starting, 

Protection, 12/24/2014 12:37:24 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 



Protection, 12/24/2014 12:37:24 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopping, 

Protection, 12/24/2014 12:37:25 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Stopped, 

Protection, 12/24/2014 12:37:42 PM, SYSTEM, JOHNPC, Protection, 

Refresh, Success, 

Protection, 12/24/2014 12:37:42 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Starting, 

Protection, 12/24/2014 12:38:09 PM, SYSTEM, JOHNPC, Protection, 

Malicious Website Protection, Started, 

(end) 



OFFICE RECEPTIONIST, CLERK 

To: 
Cc: 

John Muenster 
James Hill 

Subject: RE: Engle v. Miller, No 91266-1, Declaration of John Muenster in Support of Appellant's 
Motion for Extension of Time 

Received 3-25-2015 

Supreme Court Clerk's Office 

Please note that any pleading filed as an attachment to e-mail will be treated as the original. Therefore, if a filing is bye
mail attachment, it is not necessary to mail to the court the original of the document. 

From: John Muenster [mailto:jmkk1613@aol.com] 
Sent: Tuesday, March 24, 2015 8:47 PM 
To: OFFICE RECEPTIONIST, CLERK 
Cc: James Hill 
Subject: Engle v. Miller, No 91266-1, Declaration of John Muenster in Support of Appellant's Motion for Extension of 
Time 

Ladies and Gentlemen, 

Attached as a .pdf file please find the Declaration of John Muenster in Support of Appellant's 
Motion for Extension of Time to File Petition for Review, with Exhibits A-F. 

This matter is currently scheduled for consideration by a Department of the Court on the Court's 
April 28, 2015 Motion Calendar. 

Thank you for your attention. 

John Muenster 

Muenster and Koenig 
14940 Sunrise Drive NE 
Bainbridge Island, WA 98110 
206-501-9565 
Bainbridge fax: 206-855-1027 
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